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NOAroTOBKA K PABOTE C JIK MOTIN

Ons pa6otbl ¢ JIK MOTI1 TpebyeTcst ycuneHHas kBannduumpoBaHHas 3MeKTpoHHas noanucb. Bcé
Heobxogumoe MporpamMmmHoe obecrnevyeHne U OOKYMEHTaUMO MO YCTaHOBKE M HacTponke OOblMHO
npenocTaBnsieT YAOCTOBEPSAIOWNA LEHTP, BblAaBWuMA cepTudmnkaT 3M1eKTPOHHOW nognucn. Ecnu
WHCTPYKLUUIA OT YOOCTOBEPSIIOLLENO LieHTPa HET, TO PEKOMEHAYEM BOCMOb30BaTbCA HaLLEN.

B [OKYMEHTE NpUBOAMTCS OnMcaHne HaCTPOMKM 1 MCMOJSIb30BaHMS KITFOUEn 91eKTPOHHON Noanmcy Ha
npumepe Kpuntollpo CSP. Ecnu Bbl NCNONb3yeTe KIOUN 3NEKTPOHHOWM MOAMNCK, BbINyLLEHHbIE Ha
apyrom Kpuntonpoangepe (CK3W), Hanpumep, VipNet CSP, pekomeHoyeM o6paTtuTbCs B CBOW
YOOCTOBEPSIIOWNIA LEHTP MM K ouumanbHON OKYMEHTaUMM OT pas3paboTyMKoB MCMONb3YyeMOoro
cpenctea CK3W.
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YCTAHOBKA HEOBXOAUMbIX KOMIMNOHEHTOB

MyHKTbI 1-4 HY>XHO BbIMOSIHUTb TOJILKO €CJIN KJIIOUN 9N1eKTPOHHOM nognucu (ceptudpmkarbl)
eLe He YyCTaHOBJIEHbI HA KOMMbIOTEPE, C KOTOPOro rsiaHupyetca paéota 8 MOTT.

1. YcTtaHoBka n HacTpowka «KpunTtollpo CSP».
Y6epmnTech, 4To Ha KomnbtoTepe HE ycTaHoBNEHb! Apyrie KpunTonpoBangepsbl.

OncTpnbyTnB MOXHO ckadaTb C canta padpaboTumka: https://www.cryptopro.ru/products (nporngs
npeaBapuUTENbHYIO PEFUCTPaLMIO HA canTe).

Mocne yCI'IeUJHOVI 3arpy3kum nporpamMmmbl MOXXHO NMPUCTYNNTb K eé yCTaHOBKe.

BaxkHo! B npoLecce ycTaHOBKM NOTPebyeTcs MPUHATL YCIOBUSA JIMLEH3UOHHOIO COor/lalleHus U
BBeCTM cepunHbin Homep «Kpuntollpo CSP», Haxopswmncsa B OnlaHKe JIMLUEH3UU Ha
ucriosis3oBaHue nporpammel.  [lpy BBOAE CEPUNHONO HOMEpPa HYXHO Cnegutb  3a
nepeknyarensMn permctpa (3arnaeHble/ManeHbkne OykBbl) WM packnagku  KnaeBuaTtypbl
(Pycckuin/aHrnuncknin a3blk). Ecnn cepmiiHoro Homepa HeT, ycTaHoBKa BO3MOXXHa 1 6e3 Hero, Ho 10
OypneT pabotatb B wTaTHOM pexume 90 OHer, nocne 4ero notpebyeTcs BBOL JIMLEH3NOHHOIO
HOoMepa As NPOoA0JKeHMs ncnonb3osaHus MO.

BakHo! Mocne 3aBepLUeHNs YCTaHOBKM HEO6XOOAMMO Mepe3arpy3ntb KOMMbIOTep

2. Ecnn ons xpaHeHus Kito4ell aNeKTPOHHOM NoAnMcKU UCTIoNb3YeTCsl Hen3BieKaeMblii HocuTesb
(TokeH), Heo6XxoOMMO YCTaHOBWUTb AN Hero ApaviBep. [logpoGHee CM. AOKYMEHTauuMo Ha
NCMNONb3yeMblii HOCUTESb.

3. Ckayvatb kopHeBow ceptudumkat MNMAK "lMonoBHoM yoocToBepstowLmia LEHTP" No cebike: http://pra-
vo.gov.ru/uc/resourses_uc.html, - wn yctaHoBUTbL €ro B «[loBepeHHble KOPHEBblE LEHTPbI
cepTudmkauumn» (cM. puc. 7-8).

4. YcTaHoBUTb cepTudmkar.

B «Kpuntollpo CSP» (MeHto «[lyck» — «[laHenb ynpaBneHusi» — «Kpuntollpo CSP» — «CepBuc»)
Ha>KMUTE KHOMKY «[1poCMOTpPeTb cepTudukaTel B KOHTEHepe» — «O630p» — BbIOGEPUTE HY>XKHbIN
KJTIOYEBOW KOHTENHEP (CepTudukar) — HaXKMUTe KHOMKY «[danee» — "YcTaHoBUTL".
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5. Mnarun Kpunto-TPO.

B 6paysepe, yepes KOTOpbI ByAeT NPON3BOOUTLCS BXOA, CeayeT ckayaTb nfariH No CCbifke:
https://www.cryptopro.ru/products/cades/plugin

Ha Hawem caiite gocTynHa Aemo-cTpaHuua AnA npo@Hoi patoTel ¢ Kpuntolpo 3N Browser plug-in.

Crkauarts akTyansHyw eepcuio Kpunol Browser plug-in

» Bepeua 2.0 Ans nonk3osaTenei (AETOMATUYECKAA 3arpy3ka BEPCMM NNariHa, COOTBETCTRYIOLLEH
Baweii OC)

» AKTyaneHaA, pasEMEAIOLLAACcA BEPCHA, HAXOOUTCA B MpoLecce cepTHdMKaLMA.

» MNopnepxneaet paboty ¢ anroputmanu MOCT P 34.10/11-2012 (npu ncnonk3oBaHny
¢ Kpuntollpo CSP 4.0 v Beiwe).

» [nAa Microsoft Windows coemectiuma ¢ Kpunrollpo CSP eepcun 3.6 R4 1 Bbiwe, ana
Apyrinx OC — ¢ Kpuntolpo CSP eepcun 4.0 v shiwe

» KomnonewTel KpunTolpo TSP Client 2.0 u Kpuntollpo OCSP Client 2.0, exogAupme 8
JAAaHHYI0 BEpCUD, He MTPHHMMAHT NMALEHINI0 0T BEpcHid 1.x

» MuHumMansHaa noanepaveaeMan sepeua Microsoft Windows — Windows XP.

+ [InA pabotw B Firefox Bepenu 52 u Beiwe TpedyeTcA SONONHUTENEHO YCTAHOEHTE

pacumpenue ang Gpayzepa.

PucyHok 1

lMocne 3aBeplueHUst YCTAHOBKM — nepesarpysuTe 6paysep. lNepengnte B pacmpeHns 6paysepa
BKtounTe pacwmperne. Ona Google Chrome:

Hosaa sknaaka Ctrl+
ns Help  All changes saved in Drive Hosoe okso “trl+ ]

Hosoe okHo B pesiMe MHKOTHWUTS Ctrl+Shift+

> | | B U A [Es

L T T Y T Y RO T SO R Y Y - ST RO TN Y SN Y PO T S TN S N (Y TN SO IR . SO TN SO RO Y S B | HCTOPHH
JarpysHe
Zaxnagm
1 L]
Macwrat - 100% =+ 5
Meuatk... G
Tpancaayua...
Hakma...
CoxpasuTe CTRaHWLY KaK... Ctrl+S JononHuTENEHEE WHCTPYMEHTEI
JoBasuTe Ha paboqwit cron..
MsmeHuTE Bripezate Konupeeats BcrasuTe
YaaneHwe gamHbix O NPOCMOTPEHHBIX CTpaHMuax...  Cirl+Shift=De
Hactpoiiku
I Pacwmperua I
i Cnpaska
| Oucnetuep 3aaaq Shift+Esc
Brixog Ctrl+Shift+ 0
MHcTpymenTe paspabotumka

PucyHok 2
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@ CryptoPro Extension for CAdES Browser Plug-in 124 |#| Brmoueno )

PacluMperwe No3BONRET MCNONB20BaTs KpunTollpo 3L Browser plug-in B Gpayzepe
[ina pabotel TpeGyeT ycTaHoeneHHoro 3LN Browser plug-in.
Mogpobres

= & YBeuTech, UuTo PAcLIMpPeHHE BRAKUEHD
ol FaspelnTe MCNONB30EIHKUE B DENMME MHKOTHWTO

|| Pazpewwmrs OTkpsIEaTs ACKENEHEIE GARALI NG CCalKaM
Brinarve! Google Chrome e MOET NPEAOTSRATTE 3aMMC PACLIMPEHUR § ACTOPUIO

NPeCMOTPEHHEIX CTPaHUL, HToBb OTKNOYHTE 3TO PACLIMPEHUE B DEXIME MHKOTHTO,
OTMEHHTE 3TOT NapamMeTp.

PucyHok 3

6. Mepexogum Ha cTpaHuyy Bxoga JIK MOTT - http://ismotp.crptech.ru.
MosiBNTCS OKHO NOATBEPXXAEHMS focTyna no Ol, pa3pelwnTe gaHHyo onepaumio.

Mepexopgmm Ha cTpanuuy Bxoga JIK MOTI - http://ismotp.crptech.ru.
MosiBNTCS OKHO NOATBEPXXAEHMS focTyna no Ol1, pa3pelwnTe gaHHyO onepaumio.
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B MogTeepHieHqe 4ocTyna

i Dot pebi-CANAT MLITAETCA BRINGAHNTE ONEDALMKD © KIKINAMM MEW
CEpTMltHl:aTSMH OT WANEHY NONBIOEATENR,

on'ﬂ' ‘hitpe/stableismotp.orptech. rudogin-kep

BrimonHese T onepaumMd cAesyer paspeiuats Tons£o AR
neh- CARTON, KOTORLIM ki QOSERAETE.

Yrafsl oTRAkHETE JAHHOS NOATEERMAEHHE 417 KOHKERTHOND
gef-caliTa, Bro MoMHO Z0B32WTE B CNWCOK J0ERpEeHHE: Beb-CafToR,
LOCTYTHEA Ha CTPEHHLE HETTRORK UEDES MEHID
BLig My~ = KFANTO-NPO- = Hacrpoks 3LN Browser plug-in,

{=iLe

PaspewmnTs 3y onepagniad

PucyHok 4
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Bbi6epuTe cBon cepTudmkart ans permctpaumn/sxoga B JIK MOTTI.

Bxon

“A0 TE T METAMOAME
20171025 - 2020,10.25
Koasipenok Miuxann Moaakasny

PucyHok 5

Ecnn nosiBuTCS 0oWwmnbKa, 3Ha4YMT He yCTaHoBIIEH KopHeBown cepTudumkar YL, cm. n. 3.
Heo6x0ammMo OTKpbITb KOPHEBOW CEPTUGUKAT U HaXKaTb KHOMKY «YCTaHOBUTL cepTudmrkar».

’ HAEHCTEATENEBA € 20, U7, 2002 o 26, 07, 20

Ouwmnbka: He yaaeTca nocTpowTb

I YCTAHOEHTE CEPTHDHIKAT. SAABNEHHE NOCTABLLHKS

Lenouky cepTudrkaTos Ao

Moapobh

AOBEpPEeHHONg KOpHEEOro UeHTpa

o]

PucyHok 6 PucyHok 7
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[anee cnepoBatb ykasaHuam «MacTepa nmMnopTa cepTudukaTos».

BaxkHo! Ha aTtane mmnopta Heo6xoOMMO ykasaTb XpaHUULLEe cepTUMdOUKaToB «[JoBepeHHble
KOPHEBbIE LIeHTPbI cepTudonkaLmum».

Bribop ¥paHrnMwa MoeT ObITe NpoMESE AeH \Windows SETOMATHYECKH, MNH We
MO#HD YEa5aTE PAsMELLEHHE CEPTHRMKATS BPYYHYHD,

) BETOMATHHECKH BRIBPATE XPaHHMAMILE HA OCHOES THNAE CepTHHMHEATS
@ MoMECTHTE BCE CEPTHRMKATE B CREAYHILLES XPaHHHLLE

EPAHHHLLE CEPTHEHKATOE:

AOEEpEHHEIE KOPHEERIE LEHTPEI IIE-'I:ITHIII:IHKEILLHH

PncyHok 8



